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Abstract

Wirelessnetworkingcansupportin-motionusess by pro-
viding occasional opportunitiesto transmit and receive
data. We measue the performanceof UDP and TCPtrans-
fersbetweera car travelingat speed$rom5mphto 75mph
and an 802.11baccesspoint. We analyzethe impact of
bandwidthand delay limitations in the badkhaul network
onthefeasibility of in-motiontransferwith typical Internet
applications.We observethat in interference-feeerviron-
ments,a signi cant amountof data can be transfered us-
ing off-the-shelfequipment.We nd that performancesuf-
fers mostlyfrom networkor application related problems
insteadof wirelesslink issues,i.e., protocolswith hand-
shales, bandwidthlimitations, and long round-trip times.

1. Intr oduction

Wirelessnetworking, andin particularlEEE 802.11 has
recentlybecomepopularfor homenetworking andinternet

accessn “hot-spots”(e.g.,airports,cafes,andrestaurants).

Despitethe fact that the technologyhasbeendesignedor
static utilization, nothing preventsit to be utilized for in-
motionscenarios.

Before consideringextending Internetlegag/ services
to in-motion usersiit is worth studyingexperimentallythe
802.11technologycapabilitiesto supportsuchapplications
while onthe move. It is well known that TCP/IP-baseep-
plicationsdo notwork well underconditionswherenetwork
connectvity is transientand wherelink quality is highly
variable.The performancef TCPin wirelessnetwork sce-
narios has beenwell-studied[1]. Many researchefforts
have attemptedo mitigatetheseproblems.

Our motivationis to understandhe factorslimiting the
performancef wirelessnetworksfor in-motionusersusing
realisticapplications.In otherwords,how well cana user
moving pastan accessoint, e.g.,in a car or bus, make
useof thesetransientopportunitiesto perform suchtasks
as browse the web, sendand receve email messagesor
conductle transfers.

We approachthe problemexperimentallyand presenta
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measuremerdtudyof 802.11bnetworking involving auser
in a moving car and a wirelessaccesspoint (AP). These
measurementsave beenrealizedin the California desert,
a radio interference-freeervironment(i.e., in absenceof

802.110r othercorventionalwirelessnetworking signals),
in orderto be ableto understandvhat networking parame-
ter causedhe performancebsened. The presencef radio

noisewould berealisticbut it would alsolimit our abilities
to performroot causeanalysis.

Firstly, we have analyzedhe performanceof TCP bulk,
UDPR, andwebtraf ¢ for in-motiontransferdetweeramo-
bile device andan AP. In the secondphaseof experiments,
we introduceda backhaulnetwork segment betweenthe
wirelessAP and sener, thus emulatingmore realistic In-
ternetcharacteristicgo studytheimpactof long delayand
bandwidthbottlenecknthe performancef two very pop-
ular Internetapplications:le transferandwebbrowsing.

At this early stageof dataanalysiswe have beenableto
(i) shaw thatit is possibleto communicatevith an802.11b
AP while moving, (i) con rm anddeeperexperimentake-
sultsobtainecdby otherresearchergnd(iii) identify thefac-
tors that limit the performanceof opportunisticcommuni-
cation. This papercontributesto the understandingf in-
motion wirelesstransmissiorin multiple ways. By being
experimentaland radio-interferencdree, it providesreal-
istic upperboundson the performanceof in-motion data
transferwith 802.11. Second,t helpsus understandvhat
changesor adaptatiomeedto be madeto the currentnet-
working technologyto provide a new rangeof communica-
tion services.

This paperis structuredasfollows. We presentrelated
work in vehicularWiFi measurementsWe then describe
ourexperimentamethodologyfollowedby results.We dis-
cussthemostsigni cant limiting factorsexperiencedy in-
motionusersandproposea few solutionsto theseissues.

2. Relatedwork

In 2002, Singhet al. reportedon wirelesslink proper
ties betweerntwo moving carswith externally mountedan-



tennag3], usingUDP traf c to focuson the wirelesslink
properties.In 2004, Ott and KutscherdescribedTCP and
UDP measurementsetweera moving carwith anexternal
antennandanAP [2]. Theirwork exploresTCPandUDP
traf c with thesenerbeingdirectly connectedo the AP.
Our work distinguishestself from previous work (and
from [2] in particular)in a numberof ways. We shav that
internallaptopantenna@reableto supportin-motionwire-
lessnetworking with good performance.We examinethe
wirelessnetwork range,i.e., the time and distancewhen
the client canassociateandthe actualusablerange. Also,
we analyzethe feasibility of usingcurrentapplicationsfor
in-motion scenarios.This leadsus to investigatetwo spe-
ci ¢ factorswhich arenotexaminedby previouswork, the
realisticapplicationtraf c andthe effects of the backhaul
network sggment. Last, we also performeda signi cantly
highernumberof teststhanprevious experimentalstudies,
thusobtaininghighercon denceonthereportedresults.

3 Experimental design

We choseto focus on the effects of motion and short
connectioropportunitieson Internetprotocolsandapplica-
tions, and we are lessinterestedn physicallayer effects.
We thereforeperformedtheseexperimentsin a situation
wherethe physicalchannelwasuniformly behaedin space
and over time, namelyon a straight, at, andtrafc free
roadin the Californiadesert. Theseconditionsmeantthat:
(i) Successie runs of the sameexperimentproducedvery
similar results. This is necessargiventhe limited number
of experimentswe could performandthe high numbersof
parameterso try. The consisteng amongmultiple exper
imentsis mandatoryto validateour obsenations. (i) We
could studythe effects of a single network variablewith-
outthepresencef radiointerferenceeliminatingunknawn
obsenationsandeasilyisolatingroot causgphenomena.

3.1 Exp erimen tal parameters

We varied three major parametersn our experiments:
carspeednetwork traf ¢ type, andbackhaulnetwork per
formance.Theseparametergrenow discussed.

We usedsix car speeds5, 15, 25, 35, 55 and 75mph.
This target speedsened asa guidefor the driver. We also
measuredhe averagespeeddy timing thecaroverthemea-
suredtestrangedistance.

We exploredthreetraf ¢ types,namelyUDP (with var
ious paclets sizes), TCP bulk trafc (simulatingFTP le
transfers)andwebtrafc (HTTP over TCP).To testUDR,
we useda streamof data consistingof successie UDP
pacletswith sizes50, 100, 200, 400,800 and 1500 bytes.
This allowed us to study the effects of paclet sizeon in-
motionwirelesstransfersForthe TCPbulk traf c, astream
of datawassentusing1500byte paclets. For webtrafc,

Figure 1. Setup for experiments
we usedthe Apacheweb sener with a cacheof 6 popu-
lar websites$ (includingembeddeabjects) andusedaweb
crawlerto downloadthewebpageqagainincludingembed-
dedobjects)in acycle.

We also simulatedthe effect of the backhaulnetwork,
i.e., the network pathbetweenthe AP andthe sener. We
testedwo parametersa 1 Mbit/s bandwidthlimit (simulat-
ing a typical DSL accessetwork), anda 100ms lateng
eachway (simulating an inter-continentalnetwork path).
We testedtheseeffectsbothseparatelyandtogether

Givena nite time for testing,thereis anobvioustrade-
off betweerthevariableghatcanbeexploredandthe num-
ber of repetitionsof eachtest. We choseto repeateachtest
just two timesin orderto performthe full exploration of
the above variables,giving us a total of 108 tests. These
teststook three,twelve hour daysof work in the desertfor
threepeople. Note that consisteng of the two similar ex-
perimentscan be checled againstother experimentswith
similar parametersThereforejt is importantto notethata
givenparametefs notonly measuredwice.

3.2 Hardw are and software

The experimentalsetupis illustratedin Figure1l. The
client is an IBM Thinkpad T41 with integrated Intel
Pro/Wreless2915ABGwirelessadaptor The client com-
municateswith a Linksys WAP55AG accesgoint operat-
ing on channell in 802.11bmodeonly andhasa transmit
power rating at 16dBm. The APsWAN portis wired to a
laptopmodelingthebackhauhetwork. Thatlaptopfeatured
an IBM Thinkpad T30 with one built-in ethernetadaptor
and one PCMCIA ethernetadaptor The T30's other eth-
ernetadaptoris connectedo the sener, anIBM Thinkpad
T42. Both the client and sener are also equippedwith a
PCMCIA NetgearWAG511802.11wirelessadaptorused
for network monitoringonly. We consideredusingDHCR,
but Ott andKutschers analysis[2] shovedhighly variable
performancealueto slow retransmissiotimers. Therefore,
we decidedo usepresetP addressefor all machines.

Thehardwareabovewaschoserto betypical of thatused
by realusers.No externalhigh-gainantennaavereusedon

1ThewebsitesusedwereBBC, CNN, Google,Intel, Yahoo,andSlash-
dot. Theaveragepagesizewas76KB.



theclientsor theaccesgoint, anddefaultlink layerparam-
eterswerealwaysused.

The softwarecon guration is asfollows. All machines
usedthe FedoraCore3 Linux distribution, with the default
2.6 Linux kernel. UDP trafc is generatedisinga bash
shellscriptandthe/dev/udp interface.iperf isusedto
generatghe TCP bulk traf ¢, while thewebtrafc is gen-
eratedusingthe wget programon the client and Apache
httpd on the sener. The backhaulcomputerusedthe
Linux tc programwith the netem moduleto implement
thebandwidthanddelaymodels.

Experimentaldatais loggedin two ways. We generate
atcpdump log on the active network interfacesof both
theclientandthesener. In addition,we usedthekismet
wirelessnetwork monitoringtool attheclientandthesener
to obtainlink-layer traces.

3.3 Exp erimen tal conditions

The AP is placedat the side of the road on a 160cm
tripod. A GPSunit with reportedaccurag of two meters
wasusedto marktheroad500m (well out of AP range)ei-
ther side of the AP with paintandsigns. Eachtestbegins
with the client computeron the lap of the passengein the
carwell beyondthe 500m distance at which point the test
scriptsare startedand the car comesup to and maintains
thetargetspeed.As it passeshe rst 500m mark, the en-
ter key is pressedn the client causinga timestampto be
recorded. Whenthe client comesinto rangeit automati-
cally associatesandbggins sendingtesttrafc. As the car
passeshe end500m mark, the enterkey is pressedagain,
causinganothertimestampo berecorded We choseto use
keypressedor timing insteadof GPSfor corvenienceand
becausehe operatorcan clearly seethe sign approaching
andtime thekeypressaccuratelyenough.

4 Wirelesdink performance

We rst analyzethe raw performanceof the wireless
channelunderin-motion conditions. This givesus a base
caseagainstwhich we cancomparethe performancevhen
usingrealistictraf ¢ typesandwhenusinga backhaulnet-
work (in thefollowing sections)In this setof experiments,
themobiledevice communicateslirectly with the x ed AP.
Therefore,we expect minimum delaysand very low loss
whenthetwo devicesarein range.

4.1 Wireless range

Figures2 and 3 shows the associationrange relative
to the AP andassociatiordurationrespectiely, at various
speedsDatafrom all traf c typesandrepetitionswereused
to provide averageactualspeedandrangevaluesfor the set
of experimentsat eachparticulartarget speed(basedon a
total of 108 experiments).
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Figure 3. Association time

In Figure2, thethreelinesrepresentheclient's position
whenit rst receivesthe APsassociatiorbeacon(top line),
whenit successfullyassociatedvith the AP (middle line),
andwhenthe nal beacorwasreceved by the client (bot-
tomline). As thegraphshaws, theclientis ableto seebea-
consfrom 412m to 303m away at5 to 75mphrespectiely,
but doesnot successfullyassociateuntil 272m to 143m
awvay. Someof this delayis dueto the time takento per
form link-layer associationwhile someis dueto the fact
that the client can successfullydecodepaclets at a range
beyondthatwhichit canactuallysuccessfullyransmit. As
the speedncreasesthe distancefor which the clientis in
rangedecreasedrom 272m at 5mphto 143m at 75mph.
However, evenat 75mphthereis still a 392m window for
datatransmissionwhichrepresentausableconnectiorop-
portunityfor moving clients.

Figure 3 illustratesthe associatioroverheadand usable
datatransferwindow at various speeds. The association
overheadremainsconstantwhenthe speedis greaterthan
25mph which shows that oncea client is in rangeof the
AP, the speedof the mobile client haslittle to no effect on
thetime requiredfor associationTheareaof thegraphthat
is above zerorepresentshe actualusableamountof time
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Figure 4. UDP packet loss

wheredatatransmissionsan occur  Comparingthe dis-
tanceto the time in range,the effective distancewindow
sizedoesnotvary muchwith speedFigure?2), but thetime
spentin that window reducessigni cantly, from 217 sec-
ondsat 5mphto only 13.7 secondsat 75mph (Figure 3).
However, asit will beseerlaterin this papertheamountof
datathatcanbe successfullyransmitteds still signi cant.

4.2 Packet losses

Wheninvestigatingpaclet lossagainstspeedour inter
estis whetherhigherspeedsnight causemoreloss,andin
particular causegreaterossedor larger sizedpacletsdue
to themorerapidly changingchannekonditions.We there-
fore experimentedusing UDP trafc with various paclet
sizesatdifferentspeedsisshovn in Figure4.

This graphshows thatlossratesincreasahreefoldfrom
5mphto 55mph,but thereis nosigni cant effecton paclet
loss. At 75mph, the lossis approximatelydoubledagain,
with someindication (at low paclet sizes)that paclet size
may have a minor effect. However, the overall lossrateis
well below 1%.

Furtherexaminationof the raw logs shows that losses
only occurwhenthemobileclientis atthelimit of thewire-
lessnetwork range;onceinsidea nominalrangeof 150m,
therearenolossesccurringfor all speedsindpacletsizes.
We alsoexaminedthelossratefor traf c from thesenerto
the mobile client. In this direction,thereis lossevenwhen
in thenominall50m range however, therateneverexceeds
1%. Whencomparedo lossratesin deployedwirelessnet-
works, thisis negligible [5].

4.3 Instan taneous throughput

Figure5 shovstheinstantaneoutroughpuiacrosdime
over 500ms intervals for variousspeedsandtrafc types.
A singlerun from eachtraf ¢ typeis plottedfor 5, 35, and
75mpty.

2Somespeedsvereexcludeddueto spaceandreadabilityissueshow-
ever, they follow asimilar pro le

UDP and TCP bulk resultsboth shav that the channel
goesthroughan initial phaseof varying performancebe-
fore a stablewell-behared phasewhile in goodrange,with
a nal periodof variedperformanceasthe client movesout
of range.Thisis whatOtt andKutschef2] namedheentry,
productionandexit phaseslinterestinglyat75mphtheen-
try andexit phaseseemto disappearwhile the production
phaseremainshighly visible. This is a very encouraging
resultfor the usability of transientconnectioropportunities
evenat higherspeedsWe conjecturghatat high speedthe
entry andthe exit phasesare shorter(but morelossy)and
that the mobile almost“skips” this transitionzoneto en-
ter the productionphase.This canbe explainedby the fact
thatbeaconsanbe exchangedoeforethe two devicesare
in transmissiomange.

TCPbulk trafc clearly exploits the channelbestin our
experimentswith anachiezedbandwidthof 5.5Mbit/s dur-
ing the productionphasejn all testsfrom 5mphto 75mph.
Despiteits handshak protocol, TCP doesnot seemto im-
pactthe durationof the productionphase.

UDPtrafc achieredalowerthroughpuiof 3.5Mbit/s in
our experiments.This is dueto the fact UDP paclet sizes
rangefrom 50 bytesto 1500bytes,which resultsin thelink
layeroverheadeinghighercomparedo the 1500byte TCP
trafc. However, we believe if this experimentwere run
with 1500byte UDP paclets,thethroughputwwould meetor
exceedthatof the TCPbulk traf c.

Webtraf c shavsalowerandmuchmorevariabletrans-
fer rate, with an averageof around1.8Mbit/s during the
productionphase. This is duein part to variable paclet
sizes. However, the main causes thatwebtraf c usesan
application-layeprotocolthatintroducesielaysthatarenot
dueto thenetwork itself. Thisis signi cant, becausevhile
mary testsof wirelessnetworks are conductedon canned
trafc, reallife trafc hasapplication-layerdependencies
andwill thereforenot necessarilynake optimal useof the
available channel. We will seelaterin this paperthat the
impactof theseapplicationevel protocolsis evenmoredra-
maticin the presencef abackhauhetwork.

4.4 Total data transferred

Figure 6(a) shaws the total amountof datatransferred
at variousspeeds.UDP, TCP le transfer andwebtrafc
make differentuseof the channelasdescribedpreviously,
resultingin different total transfersizes. To help gauge
thesecurves,a1l=x graphis plottedfor eachwhich extrapo-
latesthe performancdrom the 5mphresult,assuminghat
the only effect of higher speedds a lower available con-
nectiontime (i.e., 5 timeslessfor 25mph). The actualand
1=x linestrack eachothercloselyfor all threetraf c types,
shawving that higherspeedsare not affecting the quality of
the wirelessnetwork signi cantly (at leastin the produc-
tion phase)whichis anencouragingesultfor applications
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makinguseof in-motion802.11connections.

In order to illustrate what is possiblewith in-motion
transferover awirelesslink, we summarizehe variouspa-
rametersasfollows with real life examples. At fastpaced
walkingspeed5mph),a92MB le canbetransferredvith
TCPwhile passingby anAP. Most Internetlegacgy applica-
tionswould thereforeperformprettywell. At 75mph, most
applicationavould bein trouble,unlesghey aremodi ed to
performbulk datatransfer However, a signi cant amount
(6.5MB) of datacanbe transferredduring the production
window which would be enoughto downloadnews or rel-
evanttraf c information, sendand receve email, or even
downloadanmp3 le.

5 Backhaul parameters

We now analyzetheimpactof backhauhetwork param-
etersfor in-motionwirelesstransferson TCP bulk andweb
traf c.

Figure 6(b) shows the effects of the backhaulnetwork
which we de ned in Section3.1for TCPbulk trafc. The
additionaldelayhaslittle impact,whichis predictablesince
TCPstransmitwindow allows mary pacletsto bepresentn
thenetwork atonce.However, thebandwidthlimitation has
amuchlargerimpact. With a 1 Mbit/s link on the backhaul
network, thedatatransferrededucesrom 92MB to 25MB
at5mphand6.5MB to 1.2MB at 75mph.

Figure6(c) shaws very differenteffectsfor webtraf c.
In this case,it is the addeddelaywhich hasthe mostseri-
ousimpactonthetotal throughputsincetheincreasedime
penaltyof theend-to-endHTTP protocolof requestandre-
sponsegauseshe channelto remainsorelyunderutilized.
Theaddeddelaycausesdropin total datatransferredrom
29MB to 2MB at5mphand2.3MB to 187KB at 75mph.

Thebandwidthlimit, ontheotherhand,causeshrough-
putto droponly slightly (asthe amountof datatransferred
wasalreadyreducedat the application-leel). This canbe
further illustratedby comparingthe 1 Mbit/s limit in Fig-
ure 6(b), with the 1.8Mbit/s utilization thatwebtrafc ex-
hibited in the non-limited casefor the instantaneousveb
trafc in Figure5b.

Backhaulconstraintawill alwaysbe presentin real-life

scenariosend,asour resultsshaw, will have a negative ef-

fect on theamountof datatransferred However, the back-
haul constraintgdo not have to causeaslarge a decreasén

throughputasin Figure6(b). Modi cations to heary appli-

cationlevel communicatiorprotocolssuchasHTTP might
bene tin-motionwirelesstransfersy reducingthenumber
of end-to-end-oundtrips in the critical path of datatrans-
fers,greatlyimproving theachievablethroughput.

6 Consequences$or in-motion data transfers

Theresultsabore have shovn thattherearemultiple lim-
iting applicationand userlevel factorsaffecting in-motion
wireless connectionopportunities, but that the wireless
technologyitself is notoneof them.

Oneissuefor in-motion usersis the limited connection
window. The amountof time that a usercan usea tran-
sientconnectiondecreasesigni cantly with speed. Most
applicationgequiretheuserto beinvolvedwith connecting
andauthenticatingo servicege.g.,VPNs, websitesemail
seners, etc.), a processwvhich may, in itself, dominateor
exceedthe availabletime of a transientconnection.There-
fore, a mechanisnto automatethe processof connecting
andauthenticatingvould be essentiafor in-motionusage.

We also obsened that poor performancewas caused
by applicationlevel protocolswith multiple requestcycles
leadingto the underuseof transferopportunities.Our re-
sultsshow thatwebtraf c consumednly onethird of the
bandwidththat TCP bulk traf ¢ consumedandthatlatencg
in thebackhauhetwork makesthis effectmuchworse.This
is dueto themultiple transactionsmeededo completemost
webpagerequestsandto the multi-round-tripnatureof ap-
plicationprotocolssuchasHTTP.

Our secondecommendatiois to avoid this situationby
reducingthe numberof network roundtrip timesrequired
for userapplicationsasmuchaspossible.For the web ap-
plication, this could be achieved by allowing a client to re-
guesta web pageinclusive of embeddedbjects,thereby
requiringonly asinglerequestindsingleresponsé

3This is differentfrom HTTP 1.1 pipelining, which requiresone con-
nectionto beopenedo eachof themary senersthattheembeddeabjects
aretypically spreadacross.
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At presentwirelesshot-spotsaretypically usedby sta-
tionary or nomadicusers,andnot by in-motion userswith
transientconnectvity. While the recommendationabove
addresdghe optimizationof the performanceof suchtran-
sientopportunities the wider issueis that the majority of
currentusersdo not have devices which can make use of
theseopportunities. A laptop must be in standbymode
while beingcarriedor it will overheatin its case.A PDA
doesnot have a heatproblem, but normally performsag-
gressve power saving, turning wirelesschannelsoff while
notactively usedby its owner.

Our nal recommendatiois thatmobileuseramusthave
at leastone device which is designedfor always-on,low
power actiity. Sucha device could performcommunica-
tions during transientconnectionsand might later provide
datato otherdeviceswhich werein standby This device
couldbe a stand-alonelevice, or beintegratedinto another
device carriedby a user Candidatedevicesincludemobile
phoneswhich have similar power pro les and are begin-
ning to be built with 802.11capabilitiesor a dedicatedde-
vice [4].

7 Conclusions

We have experimentallydemonstratedhe feasibility of
using802.11networking, with standardantennagndlink-
layer parametersfor in-motion communication. By con-
ductingastudyin aninterference-freervironmentwe pro-
vide aclearpictureof the802.11channefor in-motionsce-
nariosbasedon 108 drives pastan AP. We show that, for
the entirespeedrangefrom 5mphto 75mph,thereis are-
gion of goodconnectvity duringwhich lossratesare low
andthroughputis high. However, for application-layepro-
tocolssuchasHTTP, we found that this throughputis not
achiesed sincemultiple round-trip dependenciesxist and
leadto unusedcapacity This situationis greatlyworsened
whenrealisticaccesetwork parametersre presentpar
ticularly dueto the effect of end-to-enddelay whencom-
binedwith round-tripdependencies.

We make threerecommendationt® improve the utiliza-
tion of transientconnectvity for in-motion 802.11users.

First, the numerousslow or manualauthenticatiorandau-
thorizationstagesnvolvedin today's802.11networksmust
be eliminated. Second,we suggestthe introduction of

“bulk modes’for protocolssuchasHTTR, in whichasingle
request-respongeund-tripmight be usedto createa bulk

transferof datawhich is currently sentover mary round-
trips. Finally, we adwocatean always active device that
cannegotiateconnectionon the client side (requiring no
changesn existing infrastructureequipment)while allow-

ing updatego data(e.g.,email,webcachegtc.) whenpass-
ing transientconnectioropportunities.

Thereis plenty of work to be accomplishedn this area.
More measurementsf transientchannels,e.g., between
two vehicles,or in differentphysicalenvironmentswould
facilitatebetterunderstandingf the wider scenario.Auto-
matedand streamlinedauthenticatiormethodsfor 802.11
accessetworks and for online applicationsmust be de-
ployed. “Bulk modes”for protocolsneedto be proposed
and evaluated. Our work shows that, with suchefforts, it
mightbepossibleo employ transientjn-motionconnectv-
ity to satisfyusers'needs.
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